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I. 
Opening Remarks
1. 
The Chairwoman, Jo Ann Emerson (United States), declared the meeting of the Committee open and welcomed members and speakers. The agenda for the CDS meeting Varna [073 CDS 11 E] and the summary of the meeting held in Warsaw, Poland, on 13 and 14 November 2010 [282 CDS 10 E] were adopted without amendments.

II. 
Consideration of the draft General Report on Information and National Security [074 CDS 11 E] presented by Lord Jopling (United Kingdom) 

2. 
The General Rapporteur began his presentation by stating that this is a critical time for the NATO Parliamentary Assembly to discuss cyber security as the Alliance is working on a comprehensive cyber strategy, which will be adopted in June 2011. The issue of cyber security has also been identified as a key priority by NATO PA President Dr Lamers. 

3. 
In the first part of his presentation the General Rapporteur emphasised how the changing notion of secrecy in international relations has been brought to prominence by the so-called “Cablegate” scandal. He also presented the up-to-date discourse on transparency vs. secrecy in relation to government decisions and activities. According to Lord Jopling, a certain degree of secrecy is required for efficient management of the state institutions and organisations.

4. 
Secondly, Lord Jopling analysed the phenomena of ‘digital (h)activism’ and social media. He discussed the fact that today there are Internet-based communities, which create new, ad hoc and cross-border allegiances that can manifest themselves in a variety of positive (reinforcing civil societies in authoritarian countries such as seen in the recent anti-government uprisings in North Africa and the Middle East) and negative (empowering hacker groups that attack those who do not share their political worldview) ways. 

5. 
Lastly, the General Rapporteur discussed the possibility of direct cyber threats against states and NATO’s role in cyber defence. He pointed out that there are legislative “black holes”, which need to be addressed in a multinational manner due to the transnational nature of the threat. The 2007 cyber attack against Estonia made NATO member states commit the organisation to developing a new Cyber strategy by June 2011. The General Rapporteur emphasised that as a part of this strategy, NATO should help create international legal norms for the cyber domain, establish closer co-operation with the EU, promote closer consultations, exchange best practices, frequently carry out joint exercises, and clarify its response mechanisms in case of a cyber attack.

6. 
The General Rapporteur also expressed his belief that the application of Article 5 should not be ruled out, given that new developments in cyber weapons such as the Stuxnet computer worm might eventually cause damage comparable to that of a conventional military attack. Nevertheless, Lord Jopling emphasised that none of the security measures should violate the fundamental democratic principles and values. 
III. 
Presentation by Kenneth Geers, US Representative, NATO Cooperative Cyber Defence Centre of Excellence (CCD COE), Estonia – From Cambridge to Lisbon: the Quest for Srategic Cyber Defense
7. 
In his presentation, Mr Geers focused on the relationship between connectivity and security. He argued that because compromising any computer is becoming increasingly easier, the issue of cyber security has gained on its prominence. Today, the computer web has become so complex that it’s almost impossible to secure. 

8. 
Mr Geers went on to explain that the combination of cyber and conventional warfare is not a new phenomenon, but that it has been around for 20 years since the First Gulf War and, most recently, has been applied during the Russia-Georgian War in 2008 and Israeli attack on a suspected Syrian nuclear facility in 2009. In the light of these events, it is difficult to estimate what future threats will look like and, as the speaker pointed out, Article 5 is based on an outdated understanding of warfare.

9. 
By providing a detailed overview of the attack on Estonia in 2007, Mr Geers demonstrated the possible implications of a cyber attack. He emphasised that internet-dependency has become one of our key weakness because even relatively unsophisticated attacks are capable of crippling states’ critical infrastructure. Also, apart from causing vast damage, cyber attacks can also allow us to attack any place around the world and to attack fast. 

10. 
Nevertheless, Mr Geers concluded that over the past 10 years NATO has gone a long way in dealing with cyber defence. Ten years ago there was no mention of this issue within the NATO framework. Only in 2002, defence of networks is first mentioned in NATO documents. In 2008 NATO thinking changes as a result of the attack on Estonia. Eventually, experts group convening prior the Lisbon Summit have defined cyber attacks as one of three key threats to NATO.

11. 
Finally, Mr Geers concluded, NATO’s Strategic Concept calls for centralized cyber protection, upgrading member states’ capabilities, and intensifying co-ordination. He identified NATO as the best place to begin with cyber defence since it is an international issue of high political and military concern. 

12. 
During the ensuing discussion, the question of the balance between transparency and security was raised. On one hand, several delegates (France) expressed full agreement with the Rapporteur’s argument that transparency is not a goal on its own and the government’s priority should be to protect its citizens. On the other hand, however, some delegates (Ukraine and Iceland) have argued that transparency is essential to upholding values and thus organisations such as Wikileaks are legitimate whistleblowers. A delegate from Iceland pointed out that too much unnecessary material is classified as secret and that secrecy policies must be revisited.

13.  
Members also discussed the problem of attribution of cyber attacks. They agreed that this issue represents one of the key problems of establishing effective cyber defence. According to Mr Geers, the problem of attribution is solvable. NATO has capacity, technology, and assets necessary for making progress on this issue.

14. 
The issue of member states and inter-institutional co-operation in respect to cyber defence was brought up by numerous members during the debate. Members agreed that NATO-EU co‑operation on the issue must be increased. According to Mr Geers, it would be helpful to devise international agreements that would promote exchange of best cyber security practices and would encourage establishment of rapid response teams. 

15. 
Members also discussed whether Article 5 of the North Atlantic Charter should apply to cyber attacks. It was suggested to devote further space to this issue and try to define under which circumstances Article 5 could be invoked. According to some delegates (Russia), invoking Article 5 in response to cyber attacks might have grave consequences especially due to the problem of attribution. Other members (Island) pointed out that it would be difficult to establish when a counter-attack is appropriate. Mr Geers pointed out that even if we manage to identify the source of an attack and decide for a counter-attack we still cannot guarantee proportionality or precise targeting. This is due to the asymmetric character of cyber attacks.

IV. 
Presentation by Dr Antoniy Galabov, Head of Political Sciences Department, New Bulgarian University - The Regional Developments and Challenges in the Balkans
16. 
Dr Galabov began his presentation by pointing out that economically and politically the Balkans do not function as one region. This is due to the fact that by only having relations with NATO and EU and not among themselves, the Balkan countries have created parallel avenues, which prevent them from co-operating. 

17. 
In addition to that, Dr Galabov continued, Balkan countries have a number of other issues which need to be addressed. Transport and economic infrastructure are old and thus could increase the effect of natural disasters. Corruption and organised crime are still widespread and public institutions are undergoing a legitimacy crisis. Also the NGO community is suffering from extreme institutionalisation and focuses only on a limited number of sectors, such as minority or patients’ rights.

18. 
The effect of the population’s reaction to the Arab Spring remains to be seen. Political transformation as a result of the Arab Spring is likely due to the countries’ large Muslim population and sizable young generation, which tends to be well connected via social media. 

19. 
In response to questions posed by several members, Mr Gulabov reiterated his scepticism towards the prospects of positive transformation in the region. As a consequence of EU’s enlargement fatigue, which will in his opinion continue for at least another 5 years, the speaker argued that currently NATO is the only player with the potential to integrate Balkan countries.

V. 
Presentation by Dr Bichara Khader, Director of the Arab Study & Research Centre (CERMAC), DVLP and Professor at the Faculty of Political, Economic and Social Sciences, UCL, Belgium - Youth, Education, and the role of social media in the Arab Democratic Upheaval
20. 
In his presentation, Dr Khader stressed that youth in the Arab world was essential in mobilising a significant part of the population, manifesting the virtues of courage and dignity. The result was the collapse of seemingly solid regimes. In addition to youth, he also emphasised the pivotal role of women in the Arab Spring.

21. 
Subsequently, Dr. Khader identified three factors responsible for the timing of the Arab Spring:

· Demographics – the Arab population has doubled twice in 40 years, 50% of Arabs are less than 25 years old, and the official regimes have been in power for decades.

· Economics – Arab youth is highly skilled and educated but has trouble finding adequate jobs. This leads to social frustration and, in a number of cases, to illegal immigration.

· Old and new social media – increased influence of satellite TV networks such as Al Jazeera that were covering the Arab Spring. Also, by broadcasting in Arabic, the media encouraged a feeling of Arab unity among the demonstrators. 

22. 
According to Dr Khader’s assessment the Arab Spring will spread to other countries such as Algeria and Morocco. Also, in anticipation of anti-government protests, even countries like China have increased their media censorship. 

23. 
Dr Khader concluded by emphasising that the most recent developments in the MENA region have managed to dispel the myth of Arab youth being a lost generation and women have also showed that they are an integral part of the Arab society. In addition to that the Arab Spring has shown the advantages of social media.

24. 
The Committee members expressed high appreciation for Dr Khader’s analysis of factors, which triggered the Arab Spring. In reaction to their inquiries, the speaker emphasised the importance of Europe’s engagement is in the process of democratisation in the MENA region. The international community’s policy towards the region should not only be based on the West’s interests but also on principles and ethics. If these are not combined then the Arab youth is not going to trust the Western countries regardless of how much assistance these countries will provide. 

25. Further on, the speaker elaborated on the potential risks, which might result from these revolutionary changes. One of them being the threat of former regime representatives taking over power whether by force or via elections. Secondly, Islamist parties ride on the back of the protesters and present the Koran as the only solution. According to Dr Khader this is a real threat even though it is often overestimated. Thirdly, as revolutions tend to cause further instability and scare off investors, expansion of the job market is unlikely to happen anytime soon. This is why it is important that the G8 has decided to provide investment capital for some of these countries.

VI. 
Consideration of the draft Special Report Governance Challenges in Afghanistan: An Update [076 CDS 11 E] by Vitalino Canas (Portugal), Special Rapporteur, presented by Marc Angel (Luxembourg), Vice-Chairman of the Committee on the Civil Dimension of Security

26. 
The acting Rapporteur emphasised that the year 2011 is a critical year for Afghanistan and the international community’s engagement in the country especially because of the beginning of the transition process towards full Afghan responsibility for the country’s security. The draft report focuses on governance challenges, emphasising that the Afghan National Government as well as the international community need to make governance their priority and allocate adequate resources for improving this sector. Also, Mr Angel stressed that pacifying Afghanistan is going to be a very long process that requires long-term commitment and strategy, which will need to be followed well after the 2014 deadline.

27. 
In terms of building political institutions, the speaker discussed the issue of independence of the newly elected Afghan parliament, challenged by the establishment of the controversial Special Elections Tribunal. He also identified measures that could help strengthening Afghanistan’s party and electoral systems. The speaker lamented the fact that the international community’s financial support for Afghan administrative capacity building remains disproportionately low compared to other areas of international engagement.

28. 
The draft report also discusses a range of other issues that are related to governance, including corruption (widely identified as the single most important problem facing Afghanistan), counter-narcotics policies, and promoting reconciliation and reintegration in Afghanistan. The rapporteur argued that the international community should act in a flexible manner helping Kabul to deal with these challenges, taking into consideration traditions and mentality of the Afghan people while prudently promoting universal values and principles.

29. 
The draft report devotes significant attention to strengthening Afghanistan’s civil society and media environment. The speaker recognised that Afghan civil society has undergone serious improvement. Nevertheless, the civil society’s relation to major power-holders in Afghanistan is ambivalent and its co-operation with ISAF has led to further distrust towards these organisations. The international community should continue to support civil society organisations, but gradually make them less associated with foreign actors. The speaker also concluded that significant improvements have taken place in respect to the Afghan media environment. Media outlets, nevertheless, continue to face increased threats and intimidation especially from conservative clerics and state representatives.

30. 
In the discussion period, Lord Jopling spoke on the issue of Afghan police training. He described the situation as pretty dire, particularly because many of the trainees are illiterate. Mr Angel said that the rapporteur plans to include an additional section on literacy and education in the updated version of the report. 

VII. 
Consideration of the draft Report of the Sub-Committee on Democratic Governance ‘Post-Orange’ Ukraine: Internal Dynamics and Foreign Policy Priorities [075 CDSDG 11 E] presented by Lucio Malan (Italy), Rapporteur 

31. 
Mr Malan emphasised that it is essential to discuss developments in Ukraine because the country is currently going through a unique phase where the achievements of its democratic revolution are being tested. 

32. 
In his report, which addresses both foreign and domestic policy changes in Ukraine after the election of president Yanukovich, the Rapporteur argued that a number of recent developments in Ukraine have been alarming. The formation of the government was of questionable constitutionality, a controversial deal with Russia was completed in a quick fashion and with little consultation or public debate before its ratification, the situation with media freedom is worsening, and there is growing concern of the government persecuting its political opponents. 

33. 
Mr Malan characterised Ukraine’s relationship with Russia as difficult. He reminded the Committee how when Russia objected to President Yushchenko’s pro-Western foreign policy, it punished Ukraine by using the lever of gas, raising prices and shutting off the gas when they were not paid on time. 

34. 
Mr Yanukovych has had an ambivalent record of accommodating Russian interests. In cases such as the Black Sea Fleet he sided with Russia, but, at the same time, decided not to join the Russia-led customs union. Despite Yanukovych’s position against Ukraine’s NATO membership, however, NATO and Ukraine still work together quite well. Indeed, no other NATO partner has such a comprehensive co-operation programme as Ukraine. 

35. 
Nevertheless, the Rapporteur expressed much more serious concern over Ukraine’s domestic policy. According to democracy watch-dogs, the democratic achievements of the Orange revolution are under threat. These developments are not keeping the public idle. On the contrary, the speaker described the population as increasingly frustrated. According to a recent survey almost half of the population is prepared to participate in street protests. This frustration can also lead to the rise of extremist forces.

36. 
Mr Malan concluded his presentation by emphasising that engagement with Yanukovych’s Ukraine remains a wise policy. Also he expressed his believe that the NATO Parliamentary Assembly should continue monitoring developments in Ukraine and expressed hope that the upcoming NATO PA visit to Kyiv in July 2011 will help the Committee members produce a balanced and sensible assessment of the situation in this pivotal European country.

37. 
Mr Zarubinskyi of Ukraine objected to the report’s findings. He claimed that the report was a systematic reproduction of the Ukrainian opposition’s arguments. Nevertheless, he expressed the belief that after the Committee’s visit to Ukraine in July 2011, members will have the possibility to get a better understanding of the situation on the ground. Quite on the contrary, Mr Zayets of Ukraine praised the report for its objectiveness and appreciated the report’s narrative. The Rapporteur stressed that the report is not exclusively critical of developments in the Ukraine, but that it also recognises the country’s progress.

VIII. 
 Activities in 2011

38. 
The Chair thanked Hendrik Jan Ormel (NL), the Chairman of the Sub-Committee on Democratic Governance, for organising an extremely productive Sub-Committee visit to The Hague in April 2011. She also reminded members of the Committee and the Sub-Committee are planning visits to Ukraine in July and Bosnia in October. Members of the Committee will also be invited to participate in the Rose Roth seminar on Afghanistan, which will be held in London in November. 

39. 
Mr Malan (IT) suggested that the issue of illegal immigration and its security implications for South Europe should be addressed by the Committee. Lord Jopling also expressed his concern about illegal immigration and linked the issue to possible increase in terrorism activities. Mr Angel (Luxembourg) warned, however, that the Committee should be careful not to present the case of the refugee flow as merely a threat to our societies; the motives and interests of the refugees should also be appreciated. The Committee agreed to have a guest speaker on this issue at the Annual session in Romania. 

40.  
Ms Ulla Schmidt (DE) suggested including a discussion at the Annual session on the national implementation of the UN Security Council Resolution 1325 on Women, Peace and Security as well as the NATO PA 2010 Resolution 381 which urged NATO to recognise important role of women in the prevention and resolution of conflicts. Chairwoman Emerson said that she will write letters to Ministers of Defence as well as to speakers of national parliaments of all NATO countries asking to provide information on the implementation of these two resolutions. The Committee should be able to discuss national responses at the Annual session in Bucharest.

IX. 
 Closing remarks
41.  
The Chair thanked the Bulgarian Delegation, NATO PA Secretariat and their staff for organising a successful session in Varna and closed the meeting.

_____________

